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Temporal Scope of Application – When Will It Apply?

▪ California Consumer Privacy Act (“CCPA”) enacted on June 28, 

2018, effective January 1, 2020;

▪ California Privacy Rights Act (“CPRA”), amendment bill to the 

CCPA enacted on November 3, 2020, effective January 1, 2023;

▪ CPRA enforcement date: July 1, 2023, applying only to 

violations occurring on or after this date;

▪ Certain retrospective (as opposed to retroactive) effects:

➢ Online privacy policy needs to contain disclosures looking 

back by 12 months, i.e., as far as January 1, 2022;

➢ Disclosure requirements in response to verified requests to 

know (i.e., access requests) extend back by 12 months or 

more, but no further than January 1, 2022.
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Personal Scope of Application – Who Must Comply?

▪ “Business,” meaning 

➢ any for-profit legal entity that (i) does business in California, (ii) collects and controls the 

processing of personal information of California residents, (iii) and satisfies one or more of the 

following thresholds:

❑ As of January 1 of each year, has had annual gross revenues in excess of $25 million in 

the preceding calendar year;

❑ Alone or in combination, annually buys, sells, or shares the personal information of 

100,000 or more California residents or households;

❑ Derives 50 percent or more of its annual revenues from selling, or sharing personal 

information of California residents; or

➢ any entity that controls or is controlled by a business (as defined above) that shares common 

branding with the business and with whom the business shares personal Information of 

California residents; or

➢ Joint ventures composed of businesses that each hold at least a 40 percent interest.
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Substantive Scope of Application – What Is Regulated?

▪ The “processing” of “personal information” pertaining to California residents, i.e., any 

operation performed on information that identifies, relates to, describes, is reasonably capable 

of being associated with, or could reasonably be linked, directly or indirectly, with a particular 

California resident or household, provided the information not collected, sold, and/or shared 

wholly outside of California.

▪ CCPA exemptions regarding HR and B2B data will no longer apply under the CPRA, incl.

➢ personal information collected by a business in connection with a natural person acting as job 

applicant, employee, owner, director, officer, medical staff member, or independent contractor 

of the business that is used solely in that context (“HR Data”);

➢ personal information reflecting a communication or transaction between the business and a 

natural person acting as employee, owner, director, officer, or independent contractor of a 

“business partner” whose communication or transaction occurs solely within the context of 

the business doing due diligence regarding or providing or receiving a product or service to or 

from, such business partner (“B2B Data”).
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Substantive Scope of Application – What Is Regulated? (Cont’d)

▪ CCPA exemptions regarding the FCRA, GLBA, and CalFIPA still apply and are largely 

unchanged, i.e., except for the limited right of private action in connection with data breaches 

established, the CPRA will not apply to:

➢ activity involving the collection, maintenance, disclosure, sale, communication, or use of any 

personal information bearing on a consumer's credit worthiness, credit standing, credit 

capacity, character, general reputation, personal characteristics, or mode of living by (i) a 

consumer reporting agency, (ii) a furnisher of information who provides information for use in 

a consumer report, or by (iii) a user of a consumer report; in each case as such activity is 

subject to, and authorized by, the Fair Credit Reporting Act (“FCRA”);

➢ personal Information collected, processed, sold, or disclosed subject to the Gramm-Leach-

Bliley Act and its implementing regulations (“GLBA”) or the California Financial Information 

Privacy Act (“CalFIPA”), i.e., nonpublic personal information collected by financial institutions 

about individuals (CalFIPA: California residents) who obtain financial products or services 

primarily for personal, family, or household purposes.
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Substantive Scope of Application – What Is Regulated? (Cont’d)

▪ As a result, financial institutions qualifying as a business will 

need to comply with the CPRA, particularly regarding the 

processing of personal information:

➢ collected about California residents obtaining financial products 

or services for business, commercial, or agricultural purposes, 

such as information collected when providing commercial loans, 

commercial checking accounts, or other B2B services;

➢ related to California residents but unrelated to (i) FCRA 

consumer reports, or (ii) consumer applications for financial 

products (e.g., website visitors that neither have nor seek a 

customer relationship with the institution);

➢ pertaining to the institution’s job applicants, employees, owners, 

directors, officers, or independent contractors residing in 

California; or

➢ concerning California business contacts of the institution.
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New Data Governance Obligations

▪ Data governance, i.e., the process of managing the availability, 

usability, integrity, and security of personal information processed by 

businesses based on internal standards and policies.

▪ The CPRA introduces various core principles governing the collection, 

use, disclosure and retention of personal information:

➢ Purpose specification and limitation, requiring personal 

information to be processed only for (i) the specified purpose for 

which it was collected, or (ii) another disclosed purpose compatible 

with the context of collection (“permitted purposes”). Personal 

information may not be processed for incompatible purposes without 

prior consent.

➢ Data minimization, requiring personal information to be collected or 

otherwise processed only if and to the extent reasonably necessary 

and proportionate to achieve permitted purposes. This includes 

storage limitation, i.e., the deletion or deidentification of personal 

information when no longer needed for permitted purposes.
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New Data Governance Obligations (Cont’d)

➢ Subject to regulations yet to be implemented by the new California Privacy Protection Agency 

(“CPPA”), businesses whose information processing presents significant privacy and 

security risks (e.g., based on the size and complexity of the business and the nature and 

scope of processing activities), must

❑ perform annual cybersecurity audits;

❑ regularly submit risk assessments to the CPPA, including whether the processing 

involves sensitive personal information, and identifying and weighing the benefits resulting 

from the processing to the business, the consumer, other stakeholders, and the public, 

against the potential risks to the rights of the consumer, with the goal of restricting or 

prohibiting the processing if the risks outweigh the benefits.

▪ To comply with these requirements, businesses will need to create data inventories, consider 

what qualifies as “reasonably necessary and proportionate” information and processing, 

regularly audit systems, and delete or deidentify personal information when no longer needed.
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New and Extended Individual Rights

▪ Individual rights under the CCPA include the right to know, right to 

deletion, right to opt out of sales of personal information, and right to 

non-discrimination. The CPRA amends such rights particularly by

➢ requiring businesses to disclose information in response to a 

request to know beyond the regular 12-month lookback 

period, unless and to the extent doing so (i) proves impossible or 

would involve disproportionate effort, or (ii) would require to look 

back beyond January 1, 2022;

➢ clarifying that, in connection with a request to know, specific 

pieces of personal information are to be provided in a format 

that is easily understandable to the average consumer, and to 

the extent technically feasible, in a structured, commonly 

used, machine-readable format, which also may be transmitted 

to another entity at the consumer's request without hindrance;



13

New and Extended Individual Rights (Cont’d)

➢ imposing on businesses the obligation to notify and instruct not only service providers but 

also contractors in connection with a deletion request. The same applies to third parties to 

whom personal information was sold or shared, unless this proves impossible or involves 

disproportionate effort;

➢ explicitly confirming that businesses cannot retaliate against employees, applicants for 

employment, or independent contractors for exercising their privacy rights.

▪ The CPRA also introduces new consumer rights, including:

➢ the right to request that businesses use commercially reasonable efforts to correct 

inaccurate personal information, as directed by the consumer. In determining the accuracy 

of the information, businesses must consider the totality of the circumstances such as (i) the 

nature of the information (ii) how the information was obtained, and (iii) any documentation 

provided by the California resident, the business or another source;
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New and Extended Individual Rights (Cont’d)

➢ the right to opt out of the sharing of personal information, i.e., the disclosure to third 

parties for cross-context behavioral advertising. This involves the targeting of advertising 

based on personal information obtained across businesses, distinctly-branded websites, 

applications, or services, other than the business, distinctly-branded website, application, or 

service intentionally interacted with by the California resident in the individual case (e.g., ads 

displayed based on profiles created by third-party ad networks). Sharing needs to be 

disclosed in a business’s privacy policy and applicable notices at collection, together with an 

opt-out link titled “Do Not Sell or Share My Personal Information;”

➢ the right to limit the use or disclosure of sensitive personal information (“SPI”) to what is 

necessary and proportionate to achieve certain “limited purposes,” unless the information is 

processed without the purpose of inferring characteristics about the California resident. 

SPI particularly includes (i) SSNs, ID, or passport numbers, (ii) financial account 

information, (iii) information revealing racial or ethnic origin, and (iv) geolocation information 

accurate within an area of 1,850 feet or less;
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New and Extended Individual Rights (Cont’d)

➢ the right to limit the processing of sensitive personal information (cont’d): “Limited 

purposes” include (i) performing services or providing goods requested by the California 

resident, (ii) helping to ensure security and integrity, (iii) engaging in certain short-term, 

transient uses (e.g., non-personalized advertising) without disclosing SPI or extensive 

profiling, (iv) performing services on behalf of the business (e.g., account management, 

customer service, order or payment processing), and (v) quality management and product 

improvement. The processing of SPI and the underlying purposes need to be disclosed in a 

business’s privacy policy and applicable notices at collection, together with an opt-out link 

titled “Limit the Use of My Sensitive Personal Information;”

Instead of the links regarding the selling or sharing of personal information and the limitation 

of the use or disclosure of SPI above (“Opt-Out Links”), businesses engaging in such 

processing may use a combined ”Alternative Opt-Out Link” that is clearly labeled and easily 

allows California residents to opt-out of both, selling or sharing and the use or disclosure of 

SPI for other than “limited purposes.”
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New and Extended Individual Rights (Cont’d)

Businesses may allow California residents to opt out of the sale or sharing of their personal 

data and to limit the use or disclosure of SPI through opt-out preference signals (“OOPSs”)

sent to the business by a platform, technology, or mechanism (e.g., a browser plug-in or 

privacy setting, device setting, or other mechanism that communicates or signals the 

consumer’s choice), based on technical specifications set forth in regulations to be 

implemented by the CPPA.

According to CPRA regulations published and proposed by the CPPA in May/July 2022 and 

revised in October 2022, businesses processing OOPSs “in a frictionless manner” (i.e., 

without charging a fee, changing the consumer experience, or displaying disrupting content in 

response to the signal) need not, in addition, offer Opt-Out Links or an Alternative Opt-Out 

Link. Businesses not processing OOPSs in a frictionless manner still need to honor such 

signals and offer Opt-Out Links or an Alternative Opt-Out Link. This interpretation by the 

CPPA may be questioned in light of the CPRA’s wording, which seems to indicate that 

honoring OOPSs in any manner is an alternative businesses may choose instead of providing 

Opt-Out Links or an Alternative Opt-Out Link.
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New and Extended Individual Rights (Cont’d)

➢ the right to opt out of automated decision-making (incl. profiling) and access 

information about the logic underlying such decision-making, subject to regulations to be 

implemented by the CPPA. The CPRA does not define automated decision-making or 

profiling. So far, the CPPA has not addressed this right in its CPRA Regulations as published 

and proposed in May/July 2022 and revised in October 2022.
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Extended Notice Requirements

▪ The CCPA requires notices at collection to include disclosures on the categories 

of personal information to be collected and the purposes for which the information 

will be used. The CPRA additionally requires notices at collection to contain

➢ information on whether each category of personal information is sold or shared;

➢ if personal information is sold or shared, a link to the notice of the right to opt 

out of the sale or sharing;

➢ the length of time the business intends to retain each category of personal 

information or, if that is not possible, the criteria it will use to determine the 

retention period;

➢ disclosures identifying the categories of SPI collected (if any), the underlying 

purposes, and whether such information is sold or shared;

➢ a link to the business’s online privacy policy.
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Extended Notice Requirements (Cont’d)

▪ The CPRA confirms that third parties (i.e., parties other than the business or a service provider 

or contractor of the business) controlling the collection of personal information (e.g., whose 

services are embedded into a website or mobile application of the business) must provide 

notices at collection by providing the required information prominently and conspicuously on 

the homepage of their Internet website and, depending on the point of collection, on premise.
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Vendor Management

▪ Under the CPRA, disclosures of personal information to service providers or 

contractors do not constitute “selling” or “sharing.” In order to qualify as service 

providers or contractors (as these terms are defined by the CPRA), vendors need 

to commit in writing to contractual limitations on their use of personal information 

(“Limitations on Use”).

▪ Service providers process personal information on behalf of a business for one 

or more business purposes (as the term is defined by the CPRA). Limitations on 

Use to be committed to by service providers include the requirements not to       

(i) sell or share personal information, (ii) retain, use, or disclose personal 

information for any purposes other than the business purposes specified in the 

contract with the business or as permitted by the CPRA, (iii) retain, use, or 

disclose the personal information outside of the direct business relationship with 

the business, and not to (iv) combine personal information with personal 

information which the service provider receives from or on behalf of another 

person or persons, or collects from its own interaction with the affected California 

resident, except as permitted by the CPRA or CPRA Regulations.



21

Vendor Management (Cont’d)

▪ Contractors process personal information for business purposes (as the term is defined by the 

CPRA) but not on behalf of a business. In addition to the Limitations on Use to be imposed on 

service providers, they need to (i) explicitly certify in the contract with the business that they 

understand and will comply with such Limitations on Use, and to (ii) permit the business to monitor 

their compliance with the applicable contract at least once every 12 months.

▪ In addition to Limitations on Use, contracts with service providers, contractors and third parties 

to whom personal information is sold or shared need to contain the following chain-of-custody 

provisions: (i) statement that personal information is sold, shared, or disclosed only for limited and 

specified purposes, (ii) obligation to comply with applicable obligations under the CPRA and to 

provide the same level of privacy protection as required by the CPRA, (iii) the right of the business to 

take reasonable and appropriate steps to help ensure that the service provider, contractor, or third 

party uses personal Information transferred consistent with the business's obligations under the 

CPRA, (iv) requirement that the service provider, contractor or third party notify the business if it 

makes the determination that it can no longer meet its obligations, and (v) the right of the business to 

take reasonable and appropriate steps to stop and remediate unauthorized use of personal 

information.
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Vendor Management (Cont’d)

▪ More specific language requirements to be included in contracts with service providers, 

contractors, and/or third parties might be established by the finalized CPRA Regulations (e.g., 

description of the specific business purposes for which service providers or contractors are 

processing personal information, while avoiding generic terms or references to the service 

agreement in general, etc.).

▪ Businesses disclosing personal information to service providers, contractors, or third parties 

under the CPRA are generally not liable for violations of applicable statutory or contractual 

processing restrictions by such data recipients if, at the time of the disclosure, the business did 

not have actual knowledge or reason to believe that they intend to commit such violations. 

However, under the CPRA Regulations published and proposed in May/July 2022 and revised 

in October 2022, businesses conducting insufficient due diligence during vendor onboarding 

might not be able to invoke this defense.
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Data Security

▪ The CCPA provides for a private right of action of California 

residents where certain limited categories of personal 

information are subject to unauthorized access and exfiltration, 

theft, or disclosure as a result of the business's violation of the 

duty to implement and maintain reasonable security 

procedures and practices appropriate to the nature of the 

information. The CPRA amends the list of relevant categories 

of personal information to include email addresses in 

combination with a password or security question and 

answer that would permit access to the account.

▪ The CPRA explicitly confirms that businesses may not avoid 

private rights for statutory damages invoking the general      

30-day cure period by implementing and maintaining 

reasonable security procedures and practices following a data 

breach, i.e., doing so does not constitute a cure under the 

CPRA.



24

CPRA 

Regulations



25

CPPA’s Progress in Implementing CPRA Regulations

▪ The CPPA is the first regulator in the United States created 

exclusively to implement and enforce privacy laws.

▪ Governed by a five-member board, equipped with an annual budget of 

$10 million and looking to employ approx. 34 data privacy experts on 

staff.

▪ Tasked by the CPRA with adopting implementing regulations on or 

before July 1, 2022, particularly regarding (i) the definition of SPI,         

(ii) requirements for effective deidentification, (iii) methods to opt out of 

data sales and limit the use or disclosure of SPI, (iv) the implementation 

of transparency requirements, (v) detailed rules and procedures around 

deletion and correction requests and requests to access specific pieces 

of personal information, (vi) cybersecurity audits and risk assessments, 

(vii) automated decision-making and related access and opt-out rights, 

(viii) opt-out preference signals, and (ix) the right to limit the use or 

disclosure of SPI, including the exception for SPI processed without the 

purpose of inferring characteristics about affected California residents.
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CPPA’s Progress in Implementing CPRA Regulations (Cont’d)

▪ The CPPA has not met the deadline for implementing CPRA Regulations by July 1, 2022. The 

initial version of the regulations was published in May 2022, followed by the formal proposal 

and commencement of the rulemaking process on July 8, 2022.

▪ Interested parties were permitted to submit written comments or attend public hearings as part 

of the public participation requirements throughout August 23/25, 2022.

▪ During the board meeting on September 23, 2022, the CPPA confirmed that

➢ over 100 submissions and 1000 pages of public written comments were received during 

the public comment period, consisting to a significant extent of (i) calls by California 

consumers for the strict interpretation of the CPRA (e.g., no delayed responses to individual 

rights requests due to identity verification, right to deletion should extend not only to data 

collected from but also about California residents, etc.), and (ii) requests by businesses for 

guidance on specific CPRA requirements (e.g., processing of HR and B2B data, OOPSs, 

cybersecurity audits and risk assessments, etc.) and to delay the CPRA’s enforcement date.
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CPPA’s Progress in Implementing CPRA Regulations (Cont’d)

➢ CPPA staff was reviewing the public comments and was going to recommend changes to 

the proposed regulations, followed by a vote by the board to either approve the regulations 

or require further changes; and that

➢ the revised proposed CPRA Regulations, once finalized, would be subject to additional 

public comments and/or public hearing(s).

▪ On October 17, 2022, the CPPA released a revised version of the proposed CRPA 

Regulations in preparation of board meetings on October 28 and 29, 2022, scheduled to 

discuss, modify and/or possibly adopt the draft regulations.

▪ Following the board meetings on October 28 and 29, 2022, the CPPA implemented further 

changes to the proposed regulations, resulting in the revised proposed CPRA Regulations of  

November 3, 2022, currently open for public comments through November 21, 2022               

(cf. https://cppa.ca.gov/regulations/consumer_privacy_act.html).
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CPPA’s Progress in Implementing CPRA Regulations (Cont’d)

▪ Changes implemented in the revised versions of the proposed CPRA Regulations of    

October 17 and November 3, 2022, particularly focus on 

➢ the importance of reasonable consumer expectations in connection with purpose

specification;

➢ the determination of “compatible” purposes for the processing of personal information in 

connection with the purpose limitation requirement;

➢ added details regarding the requirement of data minimization;

➢ clarifying the ban of dark patterns in connection with consent and individual rights requests;

➢ required disclosures in notices at collection regarding third parties;

➢ the display of a business’s status of processing OOPSs; and

➢ confirmation that, as part of its decision to pursue investigations of possible violations, 

the CCPA may consider, without limitation, the effective date of regulatory requirements.
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CPPA’s Progress in Implementing CPRA Regulations (Cont’d)

▪ Additional amendments to the proposed and revised CPRA Regulations might be implemented 

following the end of the public-comment period on November 21, 2022. 

▪ Once the board is satisfied and declares the text of the proposed CPRA Regulations to be final, 

CPPA staff will prepare the finalized rulemaking package (incl. responses to public comments) 

and file it with the California Office of Administrative Law (“OAL”) for review and adoption 

within 30 business days of receipt.

▪ Depending on how long it will take for the CPPA to review public comments, implement possible 

additional changes to the proposed CPRA Regulations, and file the finalized rulemaking 

package with the OAL, the CPRA Regulations will likely not be in effect before the end of 

January/the beginning of February 2023. Considering this development, it remains to be seen 

whether the CPRA enforcement date will be deferred beyond July 1, 2023.
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Vincent Schroder

Of Counsel | Los Angeles

(213) 892-5200

vschroder@mofo.com 

Vincent Schroder has more than 15 years of experience in privacy, data protection, information technology, and e-commerce 

law. Admitted to practice law in California, New York, and Germany. He advises businesses around the world on questions 

pertaining to U.S. and EU law, as well as cross-border regulations and transactions. His privacy and data protection practice 

involves helping clients design, structure, and implement comprehensive compliance programs and find innovative solutions 

regarding the processing of personal information using cutting-edge technology. Vincent also regularly advises clients on the 

privacy implications of their IT projects and agreements such as IT outsourcing, transition service agreements, licensing 

arrangements, cloud computing, the Internet of Things, and infrastructure projects, as well as terms and conditions 

governing e-commerce services.

Vincent focuses on U.S. and EU privacy and data protection compliance, IT transactions, e-commerce, and related 

questions of commercial law.

Representative Experience

▪ Advised clients on measures to be taken for compliance with the omnibus state privacy laws (e.g., CPRA/CCPA, VCDPA, 

CPA, UCPA, and pertaining Regulations).

▪ Served as primary outside counsel for U.S. multinationals designing and implementing comprehensive GDPR compliance 

programs, including the lawfulness of data processing operations, the adoption of corrective action, the rights of affected 

individuals, and compliance with transparency and accountability requirements.

▪ Analyzed the lawfulness of the processing of personal information in the context of innovative products and services and 

advised on necessary changes and privacy by design on behalf of internet and technology companies.

▪ Routinely provided guidance to clients on legal consent and opt-out requirements (CPRA/CCPA, VCDPA, CPA, UCPA, 

COPPA, TCPA, CAN-SPAM, GDPR, ePrivacy Directive, etc.). Drafted related notices, consent forms, and online 

templates.
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