
 

 

Background 

 

The State of California enacted a version of 

the Revised Uniform Fiduciary Access to 

Digital Assets Act (hereafter, the “Act” or 

“UFADAA” when referring to the uniform 

version). The Act, adopted in California as 

AB 691,
1
 was developed by the National 

Conference of Commissioners on Uniform 

State Laws or NCCUSL and recommended 

for enactment more or less uniformly by the 

various states. The primary purpose of the 

Act is to facilitate access to digital assets 

(e.g., electronic communications and 

records)
2
 held by custodians

3
 when the 

owner of the assets is deceased. It seeks to 

balance owners’ privacy interests with the 

need by representatives, administrators, 

executors, or trustees acting on behalf of 

deceased persons to obtain digital assets in 

                                                           
1
 AB 691 adds Part 20 (commencing with 

Section 870) to the Probate Code. All code 

references in this Bulletin are to the Probate 

Code unless otherwise indicated. 
2
 Digital asset is defined as “an electronic 

record in which an individual has a right or 

interest. The term ‘digital asset’ does not 

include an underlying asset or liability, 

unless the asset or liability is itself an 

electronic record.” Section 871(h). 

“Electronic” and “record” are also 

separately defined. 
3
 “Custodian” is defined as “a person that 

carries, maintains, processes, receives, or 

stores a digital asset of a user.” Section 

871(f). 

handling estates. According to the bill’s 

authors, ten states
4
 have enacted a version of 

UFADAA and at least 18 other states have 

introduced UFADAA legislation this year. 

 

To understand what kinds of entities are 

covered by the Act, it is important to 

examine the Act’s key definitions, especially 

“fiduciary,”
5
 “digital asset,” “custodian,” 

and other terms imbedded within those 

definitions. Banks would be affected 

primarily in the provision of trust services.  

 

AB 691 is narrower in scope from the 

uniform act. The bill does not cover powers 

of attorney, trusts, and conservatorships 

where the principal, trustor, or conservatee 

is still alive. It applies only where electronic 

information is being requested from a 

custodian by a decedent’s representative for 

the purpose of ascertaining the decedent’s 

assets and liabilities in managing an estate. 

 

In concept, AB 691 establishes a three-tier 

priority system for determining the deceased 

user’s intent with regard to disclosure. First 

priority is accorded to a user’s instructions 

or designation made through an “online 

tool.” The Act thus creates an incentive for 

companies to offer online tools because they 

                                                           
4
 Those states are Colorado, Florida, Idaho, 

Indiana, Michigan, Oregon, Tennessee, 

Washington, Wisconsin, and Wyoming. 
5
 Fiduciary means “an original, additional, 

or successor personal representative or 

trustee.” Section 871(l). 



 

allow custodians a means to bypass further 

requirements to authenticate a representative 

as discussed below.  

 

Absent a designation through an online tool, 

the next priority is given to a user’s 

directions contained in a will, trust, power of 

attorney, or other record for the disposition 

of the user’s digital assets. Lastly, the “terms 

of service agreement”
6
 on the account 

governs disclosure. But if none of these 

conditions applies, then the bill’s default 

rules come into play.  

 

Detailed Summary 

 

AB 691 sets out slightly different procedures 

for the disclosure of digital assets depending 

on the type of information disclosed and the 

type of requesting party. The Act excludes 

coverage of digital assets of an employer 

used by an employee in the ordinary course 

of the employer’s business.
7
 Thus for 

example a decedent’s estate may not request 

under the Act the e-mails of a company 

where the decedent had worked. 

 

Disclosure of contents of communications 

 

If an online tool is provided, a custodian 

may disclose the “content of electronic 

communications”
8
 to the person chosen by a 

                                                           
6
 Terms of service agreement means “an 

agreement that controls the relationship 

between a user and a custodian.” Section 

875(d).  
7
 Section 872(b). 

8
 Content of an electronic communication 

means “information concerning the 

substance or meaning of the communication, 

which meets all of the following 

requirements: 

(1) Has been sent or received by a user. 

(2) Is in electronic storage by a custodian 

providing an electronic communication 

service to the public or is carried or 

user by means of the tool, defined as the 

“designated recipient.”
9
 The term online tool 

is defined as a service provided by a 

custodian allowing the user “to provide 

directions for disclosure or nondisclosure of 

digital assets to a third person.”
10

 A 

direction using an online tool overrides a 

contrary direction by the user in a will, trust, 

power of attorney, or other record.
11

  

 

Where a deceased user had consented to, or 

if a court directs, disclosure of the content of 

electronic communications, a custodian still 

has to obtain evidence of authorization from 

the representative. The representative must 

provide:  

 

 a written (physical or electronic) request   

 certified copy of the user’s death 

certificate 

 certified copy of the letter of 

appointment of the representative, a 

small-estate affidavit,
12

 or court order, 

and  

 copy of the user’s will, trust, power of 

attorney, or other record evidencing the 

user’s consent. 

 

The evidence must specifically authorize 

disclosure of the content of electronic 

communications. The custodian may request 

a number, username, address, or other 

unique subscriber or account identifier 

assigned by the custodian to identify the 

user’s account, plus evidence linking the 

account to the user. It may also request, as 

                                                                                       

maintained by a custodian providing a 

remote-computing service to the public. 

(3) Is not readily accessible to the public.” 

Section 871(d). 
9
 Section 871(g). 

10
 Section 871(n). 

11
 Section 873(a). 

12
 See Probate Code Section 13101. 



 

applicable, a court order finding any of the 

following:  

 

 that the user had a specific account with 

the custodian  

 that disclosure would not violate federal 

and other applicable laws
13

 governing 

access to electronic communications 

 unless the user provided direction using 

an online tool, that the user consented to 

disclosure, and 

 that disclosure is reasonably necessary 

for estate administration. 

 

Disclosure of a “catalogue” and certain 

digital assets 

 

The Act includes a provision for disclosure 

of a “catalogue of electronic 

communications” sent or received by the 

user and digital assets other than the content 

of electronic communications. The quoted 

term refers to what is sometimes called 

metadata, that is, data about each person a 

user communicated with, the time and date, 

and the person’s electronic address, but not 

the actual content of the communications.  

 

Whereas disclosure of the content of 

electronic communications requires the 

deceased user’s consent or a court order, 

disclosure of such catalogue is permitted 

unless the user prohibited disclosure or a 

court directs otherwise. Still, a custodian 

will require presentation of: 

 

 a written request  

 certified copy of the death certificate of 

the user, and 

 certified copy of the letter of 

appointment of the representative, a 

small-estate affidavit, or court order. 

 

                                                           
13

 Specifically cited are 18 U.S.C. Section 

2701 and 47 U.S.C. Section 222. 

As with a disclosure of contents, a custodian 

may request information needed to identify 

the user’s account and an affidavit affirming 

the necessity of the disclosure. It may also 

request furnishing of a court order either 

substantiating the user’s account or stating 

that disclosure is reasonably necessary for 

the estate’s administration.
14 

 

 

Disclosure to a trust 

 

Disclosure to a (non-user) trustee the content 

of a user’s electronic communications is 

subject to similar forms of verification. The 

trustee must furnish: 

 

 a written request  

 certified copy of the death certificate of 

the settlor 

 certified copy of the trust instrument or a 

certification of trust evidencing the 

settlor’s consent to disclose, and  

 a certification by the trustee, under 

penalty of perjury, that the trust exists 

and that the trustee is a currently acting 

trustee of the trust. 

 

Here again, a custodian may request 

information to identify the account and 

evidence linking the account to the trust.
15

 

The Act also provides a procedure for a trust 

to request disclosure of catalogue 

information as discussed above.
16

  

 

Rights and duties of fiduciaries 

 

The Act affirms that a fiduciary’s legal 

duties with respect to managing tangible 

property apply to the management of digital 

assets, specifically the duty of care, duty of 

loyalty, and duty of confidentiality. A 

fiduciary or designated recipient, with 

                                                           
14

 Section 877. 
15

 Section 878. 
16

 See Section 879. 



 

respect to a user’s digital assets, is also 

subject to the terms of service agreement 

and other applicable laws including the law 

of copyright.
17

 

 

A fiduciary is an authorized user of the 

property of the decedent or settlor for the 

purpose of laws pertaining to computer 

fraud and unauthorized access. It has the 

right to gain access to tangible property and 

any digital asset stored in it. However, a 

custodian is not required to share passwords 

or decrypt protected devices. A custodian 

may, however, disclose information to a 

fiduciary or settlor as needed to terminate an 

account used to access digital assets licensed 

to the user.
18

 

 

To terminate a user’s account, a fiduciary or 

settlor must make a request that is 

accompanied by: 

 

 (if the user is deceased), a certified copy 

of the user’s death certificate, and 

 a certified copy of the letter of 

appointment of the representative, a 

small-estate affidavit, court order, a 

certified copy of the trust instrument, or 

a certification of the trust giving the 

fiduciary authority over the account. 

 

As with other requests, the custodian may 

require information needed to identify the 

user’s account, evidence linking the account 

to the user, or require furnishing of a finding 

by a court confirming the user’s account 

with the custodian.
19

 

  

Rights and duties of custodians 

  

When disclosure is authorized, a custodian 

may, in its sole discretion, comply with a 

                                                           
17

 Section 880(b). 
18

 Section 880. 
19

 Section 880(g). 

request by providing to the fiduciary or 

designated recipient: 

 

 full access to the user’s account 

 partial access to the user’s account 

sufficient to meet the requesting party’s 

obligations, or  

 a copy in a record of any digital asset 

that, on the date the custodian received 

the request, the user could have accessed 

if the user were alive and had full 

capacity and access to the account.
20

 

 

Custodians are required to comply with 

information requests within 60 days, failing 

which a fiduciary or designated recipient 

may seek a court order to compel 

compliance. A custodian is permitted to 

notify a user that a request has been made, 

and may deny a request if it is aware of any 

lawful access to the account following the 

user’s date of death. The Act also provides 

that a custodian is not limited from requiring 

receipt from a fiduciary or designated person 

a court order confirming account ownership, 

sufficient consent to support a request, or 

specific factual findings as required by other 

applicable laws.
21

 

 

A custodian is not required to disclose any 

digital asset that a user had deleted,
22

 and 

may assess a “reasonable administrative 

charge” for the cost of disclosing.
23

 

 

If a user directs, or a fiduciary or designated 

recipient requests, a custodian to disclose 

some, but not all, of the user’s digital assets, 

the custodian is not required to comply if 

segregation would impose an undue burden. 

The Act allows a custodian, fiduciary, or 

                                                           
20

 Section 875(a). 
21

 Section 881. 
22

 Section 875(c). 
23

 Section 875(b). 



 

designated recipient to petition a court for an 

order to: 

 

 disclose a date-limited subset of the 

assets disclose all of the assets  

 disclose none of assets, or 

 disclose all of the user’s digital assets to 

the court for review in camera.
24

   

 

Lastly, custodians and their officers, 

employees, and agents are immune from 

liability for good faith compliance with the 

Act.
25
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 Section 875(d). 
25

 Section 881(f). 

 

 

 

Transition rules  
 

AB 691 becomes effective as of January 1, 

2017, and applies to the following: (1) a 

fiduciary acting under a will executed 

before, on, or after January 1, 2017; (2) a 

personal representative acting for a decedent 

who died before, on, or after January 1, 

2017; (3) a trustee acting under a trust 

created before, on, or after January 1, 2017; 

(4) a custodian of digital assets for a user if 

the user resides in California or resided in 

California at the time of the user’s death. 

 

Kevin Gould was CBA’s lead lobbyist on 

AB 691. 

 
The information contained in this CBA Regulatory 

Compliance Bulletin is not intended to constitute, and should 

not be received as, legal advice.  Please consult with your 

counsel for more detailed information applicable to your 

institution. 

 
© This CBA Regulatory Compliance Bulletin is copyrighted 
by the California Bankers Association, and may not be 
reproduced or distributed without the prior written consent of 
CBA. 

 


