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fe To avoid becoming a victim of identity
theft, consumers should keep the
following in mind:

Information about your accounts, your
credit cards and your online passwords is
worth a considerable amount to thieves
and fraudsters. So is the information off
your receipts and in your mailbox.
Guard all forms of personal
information carefully.

Do not provide any information on your
accounts or your passwords in an
unsolicited e-mail.  Financial institutions
and reputable businesses do not use e-mail
to contact their customers about possible
problems with their accounts.  If you are
concerned that the request is a legitimate
one, contact the financial institution or
retailer directly.

Make sure that your home computer
has spyware and virus protections
and regularly update them. Installing these
features but not updating them may leave
your computer open to attack by hackers.
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Watch anyone who asks to “swipe”
your credit or debit card.  Devices
known as “skimmers” are sometimes used
by counterpersons to copy the identifying
information off a magnetic strip of a credit
or debit card and later added to a fake card
with a blank magnetic strip.

Only use a mailbox that has a lock
on it.  This makes it more difficult for
fraudsters to steal your mail, which may
contain credit card applications or
statements.  Also, do not leave your
outgoing mail unattended, as it is a prime
target for thieves looking for information.

If you believe that you might be a victim
of identity theft, contact your local
police department immediately and
file a report.  Then, contact each of the
credit bureaus to have your credit file
frozen for a finite period of time.  If your
credit file cannot be accessed, fraudsters
cannot secure credit in your name and
cannot ruin your credit history.

Equifax: 800/525-6285

Experian: 888/397-3742

TransUnion: 800/680-7289
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