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Data Breach Notification Law Amended 
 

alifornia’s landmark data breach notification 
law was amended this year to include a new 

category of information for which a breach 
requires a notification, namely, a user name or 
email address together with a password or 

security question and answer that permits access 
to an online account. In such instance, a 

streamlined notice is permitted. If the account is 
an email account, then other conditions apply.  
 

Under existing law, a person or business that 
owns or licenses computerized data that include 

personal information must notify affected 
California residents of any breach of the security 
of the data if the data are reasonably believed to 

have been acquired by an unauthorized person. 
Personal information is defined as an individual’s 

first name (or first initial) and last name and one 
or more of the following sensitive data: (i) social 
security number; (ii) driver's license/California ID 

card number, or (iii) account number (including 
credit/debit card number) together with a required 

security code, access code, or password. (Civil 
Code Section 1798.82). 
 

Under SB 46, where a data breach involves a user 
name or email address in combination with a 

password or security question and answer that 
would permit access to an online account 
(hereafter, “login credentials”) but no other 

personal information (see below), the covered 
person or business “may comply with this 

section” by providing the notification in 
electronic or other form that directs the affected 
person promptly to change the person’s password 

and security question or answer, as applicable, or 

to take other steps appropriate to protect the 
online account and all other online accounts 

where the affected person uses the same user 
name or email address and password or security 
question or answer. This provision does not apply 

if the data breach resulted in the compromise of 
personal information as defined in the existing 

law (i.e., the person’s name plus the listed 
sensitive data); in such instances, the existing 
notice provision applies. 

 
Where the systems breach involves the 

compromise of login credentials of an email 
account provided by the covered person or 
business, the data breach notification may not be 

delivered to that email address, but through 
another method allowed under the statute (under 

Civil Code Section 1798.82(j)). The other 
methods permitted in existing subsection (j) are: 
(i) written notice; (ii) electronic notice that is 

consistent with the E-SIGN Act; and (iii) 
“substitute notice” for large breaches consisting 

of email notice, website posting, and notice to 
statewide media (notification to the Office of 
Privacy Protection is eliminated). Note however 

that disallowance of sending email puts into 
question the availability of using a substitute 

notice. Alternatively, a clear and conspicuous 
notice may be delivered to the resident online 
when the resident is connected to the online 

account from his or her IP address or online 
location which the person or business knows the 

resident customarily accesses the account. This 
provision on the compromise of email accounts 
does not specify which data breach notification to 

use, but as the streamlined notification is set forth 
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in a different subsection, the inference is that the 
general existing notification applies. 

 
A question is raised whether the new provisions 

apply to a bank when online credentials 
information for business accounts is 
compromised. Under the existing law (Section 

1798.82(h)), “personal information” is defined to 
include: “Account number, credit or debit card 

number, in combination with any required 
security code, access code, or password that 
would permit access to an individual’s financial 

account. (Emphasis added). The language 
suggests applicability only to individual (and 

probably sole proprietor) accounts, as opposed to 
business or commercial, accounts. Under the 

amendment, the term “online account” is used but 
is not defined. Whether by intent or not, the scope 

of the new bill would appear not to be limited to a 
security breach affecting only personal accounts 

in the limited circumstance where only online 
credentials related to an online account are 
compromised. 
 

Alex Alanis was CBA’s lead lobbyist on SB 46. 
The bill is effective as of January 1, 2014.  

 
The information contained in this CBA Regulatory 

Compliance Bulletin is not intended to constitute, and should 

not be received as, legal advice. Please consult with your 
counsel for more detailed information applicable to your 

institution.

 
 

  


