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State Amends Data Breach Notification Law 
 

o make data security breach notices easier for 

consumers to understand, the State of 

California amended the notification statute, 

codified at Civil Code Section 1798.82
1
, by 

creating a model form where the key pieces of 

required information are organized to answer 

basic questions about the breach. Use of the 

prescribed format entitles the affected entity to a 

presumption of compliance with the statute. 

   

Under the existing law, a business that owns or 

licenses computerized data that includes personal 

information is required to disclose certain 

information about a security breach to affected 

consumers. The disclosure must be made “in the 

most expedient time possible and without 

unreasonable delay.” The notice may be delayed 

at the request of law enforcement. 

  

Assembly Bill 964 prescribes that the notice, 

delivered under the entity’s name and logo, must 

be titled, “Notice of Data Breach.” The 

information required to be disclosed under the 

existing law must be organized under the 

following headings: 

 

“What Happened” 

“What Information Was Involved”  

“What We Are Doing” 

“What You Can Do” 

“For More Information” and include contact 

information or a web site address. 

 

                                                           
1
 Also amended is the parallel statute, Civil Code 

Section 1798.29, applicable to state agencies that 

own or license computerized personal data. 

Additional information may be provided as a 

supplement to the notice.   

 

The format of the notice “shall be designed to call 

attention to the nature and significance of the 

information it contains.” The title and headings 

must be “clearly and conspicuously displayed” 

and the text may be no smaller than 10-point 

type.   

 

Added to the definition of “personal information” 

is any information or data collected through the 

operation of an automated license plate 

recognition system. And the term “encrypted,” 

previously not defined, is defined as “rendered 

unusable, unreadable, or indecipherable to an 

unauthorized person through a security 

technology or methodology generally accepted in 

the field of information security.” 

   

For an affected entity that is eligible to provide 

substitute notice (the notification cost would 

exceed $250,000, more than 500,000 persons are 

affected, or the business does not have sufficient 

contact information) the conspicuous web page 

posting requirement is subject to new conditions. 

The notice must be posted for at least 30 days, 

and “conspicuous” means: 

 

“providing a link to the notice on the home 

page or first significant page after entering 

the web site, in larger type than the 

surrounding text, or in contrasting type, 

font, or color to the surrounding text of the 

same size, or set off from the surrounding 

text of the same size by symbols or other 

marks that call attention to the link.” 

T 



 2 October 16, 2015 

Where the breach affected user names or email 

addresses in combination with passwords or 

security questions and answers allowing access to 

online accounts (but affecting no other personal 

information), the entity may provide the notice in 

electronic or other form directing consumers 

promptly to change their password and security 

questions and answers or take other appropriate 

steps to protect any accounts with the entity 

featuring the same security features that were 

compromised.   

 

Where the breach affected the same kind of 

personal information but for login credentials of 

an email account provided by the entity, the entity 

may not deliver the breach notification by email, 

but may use another allowable method (i.e., 

written, electronic, or substitute), including by 

providing clear and conspicuous notice when the 

consumer is connected to the online account from 

an Internet Protocol address or online location 

from which the entity knows the consumer 

customarily accesses the account.   

 

The bill becomes effective as of January 1, 2016. 

Alex Alanis was CBA’s lead lobbyist on the bill. 

 
The information contained in this CBA Regulatory Compliance 

Bulletin is not intended to constitute, and should not be received as, 

legal advice.  Please consult with your counsel for more detailed 

information applicable to your institution. 
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