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Robert Baron | CAMS | CAMS-RM
Chief Experience Officer

Robert Baron serves as Chief Experience Officer of StandardC and oversees cannabis 
banking compliance and financial institution integration. Robert is a Certified Anti-Money 
Laundering Specialist (CAMS) and holds an advanced certification in AML Risk 
Management (CAMS-RM).

Prior to joining StandardC, Mr. Baron was Senior Vice President of Member Services of 
Technicolor Federal Credit Union where he established and oversaw its cannabis banking 
program, including serving over 200 of the largest cannabis companies and processing 
over $3 billion in annual transactions.

Mr. Baron received has a B.A. International Relations and a B.A. in Political Science from 
the University of California, Davis.  He is also a graduate of Western CUNA Management 
School (WCMS) and the 2013 CO-OP Think Prize winner.  
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What is Blockchain?
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What is Blockchain?
The Future of Compliance & Risk Management
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Blockchain                   k                   k           k        “            ” 

This technology creates a digital ledger by integrating data from across multiple 
platforms and data sources and independent parties, spread across the globe, to 
share data across the network.

Blockchain allows for the following:

❖ data to be stored globally on millions of servers
❖ Enhanced security, transparency, and immutability
❖      ’                                        

o This is unlike a traditional bank that relies of intermediaries to facilitate 
transactions (i.e. the Federal Reserve System, SWIFT, etc.)



Nodes in a Blockchain
How Data is Stored, Shared & Accessed
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Blockchains consist of dozens, hundreds, and thousands of nodes. 
Ex. The Ethereum blockchain has over 15,000 nodes (shown in the image below).

Each node is essentially another admin; every node verifies new additions to the 
blockchain and can enter new data into the database. For data to be added to the 
blockchain, the majority of nodes must reach consensus. This consensus mechanism 
guarantees the security of the network.



Private vs. Public Blockchain
Democratic vs. Enterprise Control
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Public Blockchains
❖ permissionless, non-restrictive, distributed ledger system
❖ anyone who is connected to the internet can join a blockchain network
❖ Example: Cryptocurrency (Bitcoin, Etherium, Dogecoin) 

Private Blockchains
❖ permission and a restrictive blockchain that operates in a closed network. 
❖ used within an organization where only particular members are participants of a 

blockchain network. 
❖ centralized due to the fact because a single authority maintains the network. 
❖ Example: Distributed Ledger Technology (i.e. Hyperledger Fabric)



Private Blockchains
Difference between Centralized & Distributed Ledgers 
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Private blockchains, therefore have a very 
different level of security than public 
blockchains (like Bitcoin).

For example, think about a consortium of 
banks                                  ’  
trust each other so that one bank can host 
the entire ledger. 

Currently, the consortium of banks would 
find a trusted 3rd party to host the ledger. 

Private blockchains avoid this problem.



Distributed Ledger Technology (DLT)
A Private Enterprise Blockchain for Banking
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Distributed Ledger Technology (DLT) is a blockchain network that works on 
consensus algorithms where a majority of users must verify every transaction.

❖ This distributed ledger is a record of consensus with an immutable audit trail 
maintained and validated by nodes. It can be decentralized or centralized.

❖ Removes the reliance on middlemen verify & validate data and its authenticity.
❖ P          “               ”                               k 
❖ I                         ’                              -user
❖ Example: Hyperledger Fabric (IBM product, used by StandardC)
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Identity Verification vs. Identity Proofing
Identify & Know Your Business Customers & Owners
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Identity Verification is the process of validating the identity of your business 
         ’                                                             z           

❖ Utilizes in-person verification of documentary identification
❖ Data entry of identifying information into public databases and private services
❖ Challenge: logging the results of these verifications in your audit trail
❖ Risk: low level of authentication and data validation across multiple sources
❖ Risk: potential for insider abuse and error that results in the facilitation of ID 

theft, fraud, or impersonation.

Identity Proofing is the process of verifying a user's identity and confirming that they 
are who they say they are and that their identity is real and not fictitious.

❖ Claimed identity: Data about the identity an applicant declares
❖ Actual identity: Data proving the authenticity of a user's identity



Problems with Traditional ID Verification
CIP Program Deficiencies
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Proving Identity is
Burdensome
.

- Many financial institutions still
require new customers to be
onboarded in-person.

Our Identity Infrastructure
is Insecure

- Financial institutions are overly
reliant on the use and transmission of
PII (e.g. full SSNs)

- Losses caused by ID theft totalled
$712bn in 2020.

- Only 43% of Americans have faith in
        services providers to
protect their personal data.

Proving Identity is
I         

- Each FI has to go through the same
lengthy, manual onboarding and identity
verification process every time a new
customer is onboarded.

- The CIP     ’ “reliance provision” cannot 
be implemented at scale as currently
written.

Analog Identity Is Often
Exclusionary

- One in four households (25.2%) are either 
unbanked or underbanked.

- For unbanked households, key barriers to 
becoming banked included: a lack of funds, 
lack of trust in         institutions, 
inconvenient hours and locations, and lack
of identity and credit history.

- 36 million (11%) Americans do not have a
government-issued photo ID.

- There are limited methods for
consumers to prove their
identity.



Benefits of Digital Identity Proofing
Transform your CIP Process
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IncreasedTrust
Digital identity solutions enable individuals to

quickly and reliably authenticate themselves 

remotely or in person using technology designed 

to minimize the risk of compromising their 

personal information.

Simplified Onboarding
Digital identity onboarding is simple, 

approachable, and a secure way for new 

customers to verify themselves through 

secure online channels. Digital identity 

onboarding improves the customer 

experience while generating cost savings 

for financial institutions.

EnhancedVerification
Digital identity solutions provide CIP

           processes that lead to greater 

         in validating consumer

identity. Similarly, customers have greater

confidence that their identity is less

susceptible to being compromised.

IncreasedSecurity
Many digital identity solutions are

resilient to information security

threats, such as account takeover and 

synthetic identity theft or fraud. One 

example: the use of passwordless, 

biometric authentication - a proven, 

highly effective safeguard against 

identity fraud.

IncreasedFinancial Inclusion
Digital identity solutions provide

unbanked or underbanked individuals

who lack traditional credentials a clearer

path to inclusion in the banking sector.



Example of Identity Proofing
Understanding Digital CIP Process with Blockchain
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Jane Doe is a beneficial owner of Jane’s Joints (a Cannabis Dispensary). 
She is applying for a business account at a local Depository Financial Institution (“DFI”).

The diagram below illustrates how DFI could onboard Jane remotely by utilizing a digital identity verification provider and 
integrating it with the institution’s Distributed Ledger.

Jane Doe DFI’s 
Blockchain1

Jane sends key CIP information (full name, date of 
birth, and address) to DFI via their mobile app.

Digital ID 
Verification 
Provider

2

In lieu of
Taxpayer ID 
Number, Jane
takes a photo of 
her drivers license
and a selfie
using her
mobile phone.

Digital 
Credential

3

Trusted ID Provider verifies this information by ensuring the       ’         photo
matches the      using biometric, geolocation & other enhanced technology.

4

If Jane passes the 
           checks, 
the Trusted ID 
Provider issues a 
digital credential 
            DFI’  
Distributed Ledger 
(Blockchain).
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How to Leverage
Blockchain
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Leveraging Blockchain
Examples of Blockchain in KYC & CIP
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Implementing Blockchain in Your Institution
Strategies to Enhance your CIP & KYC Programs
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Review Regulatory Guidance

Update Risk Assessment

Review Current CIP & KYC Processes

Research Software Vendors & Tools

Draft Implementation Plan

Execute & Back-Test Results



Regulatory Expectations for Utilizing Blockchain
From FinCEN and Federal & State Regulators
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No official restriction on using blockchain & distributed ledger technologies

Data security standards to protect customer data

Adherence to CIP Policy & Procedure

Bank Secrecy Act (BSA) compliance

Know Your Customer (KYC) compliance program

Beneficial ownership & customer due diligence rules & expectations



Risk Assessment
Establishing a Solid Foundation
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Review existing Risk Assessment

Assess current ID verification controls

Assess current risk with data structures

Propose new CIP tools with inherent risks

Define risk mitigation strategies

Measure net residual risk



Initial Due Diligence (KYC) 
Verify the Identity of Your Business Customers and Beneficial Owners
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Know Your Customer (KYC) vetting and verification of key corporate and personal 
information of any related entities, beneficial owners, control parties, and investors.

Initial verification of each individual’s email, phone, address, IP Address, and location.

Validate documentary identification tools (Drivers License, Passport, ID).

Compare information and biometric data to additional sources.

Log all automated CIP & KYC actions and verifications in a distributed ledger, available 
for audits, exams, oversight, and investigations.



Research and Implementation of Enhanced CIP & KYC
Utilizing blockchain and identity proofing in real-time
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Conduct legal review with counsel of new vendor and technology

Develop and test CIP & KYC processes

Ensure all data is collected and logged within the distributed ledger

Implement and continue to backtest.
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Q&A
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