
 

 

A new California law, AB 1993, was 

enacted to facilitate communications 

between law enforcement and electronic 

communication service providers. Under a 

statute enacted last year called the California 

Electronic Communications Privacy Act or 

CalECPA
1
, a government entity may not 

gain access to a service provider’s electronic 

information—including emails, texts, and 

documents stored in the cloud—without a 

search warrant or other legal process. 

CalECPA defines a “service provider” very 

broadly as “a person or entity offering an 

electronic communication service.” While 

the primary targets of the bill are 

telecommunications, technology, internet 

search, and social media companies, a 

careful reading of other terms imbedded in 

the definition suggests the likelihood that 

many kinds of companies, including banks, 

fall within CalECPA and this bill.
2
 

                                                           
1
  SB 178 codified at Penal Code Section 

1546 et seq. 
2
 In summary, “electronic communication 

service” means a service that provides the 

ability to send or receive electronic 

communications, or store electronic 

communications information. “Electronic 

communication information” in turn means 

any information about an electronic 

communication (also defined) or the use of 

an electronic communication service. In 

effect, a covered service provider is an entity 

that provides a service that provides the 

ability to send, receive and store data 

(including signs, signals, writings, images, 

According to AB 1993’s author, large 

technology companies receive hundreds of 

thousands of law enforcement requests for 

data each year in the form of subpoenas, 

orders, warrants, and emergency requests. 

These companies have developed policies 

for handling records requests while 

balancing privacy rights, but there are no 

uniform practices. AB 1993 is intended to 

establish some basic requirements in order 

to reduce investigation time and facilitate 

efficient communication between law 

enforcement personnel and service 

providers.  

 

The bill adds Section 1524.4 to the Penal 

Code. It requires covered service providers 

to maintain a “law enforcement contact 

process” that provides: 

 

 a specific contact mechanism for law 

enforcement personnel 

 continual availability of the law 

enforcement contact process, and 

 a method to provide status updates to a 

requesting law enforcement agency on a 

request for assistance 

 

By July 1, 2017 the service provider must 

file a statement with the Attorney General 

describing its law enforcement contact 

process. If it makes a material change to its 

                                                                                       

sounds, data, or intelligence of any nature) 

electronically. 

 
 



 

process, it has to file a descriptive statement 

with the Attorney General. The Attorney 

General is required to consolidate the 

statements in order to make them available 

to local law enforcement agencies. The 

exclusive remedy for a violation is an action 

brought by the Attorney General for 

injunctive relief.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Alex Alanis is CBA’s lead lobbyist on AB 

1993. 

  
The information contained in this CBA Regulatory 

Compliance Bulletin is not intended to constitute, and should 

not be received as, legal advice.  Please consult with your 

counsel for more detailed information applicable to your 

institution. 

 
© This CBA Regulatory Compliance Bulletin is copyrighted 
by the California Bankers Association, and may not be 
reproduced or distributed without the prior written consent of 
CBA. 

 


